HIPAA Training Agenda
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FUTURECALLS

TIME

HIPAA TRAINING PLAN- Day - 1

DURATION

ACTIVITY

09:00 - 09:30 am

30 mins

Module 1 - Introduction to HIPAA and Course

Objectives Definition and purpose of HIPAA.
Historical context and evolution of the legislation.

09:30 -10:30 am

60 mins

HIPAA, HITECH & HIPAA Omnibus Rule

Terms & Definitions

Applicability

Supervisory Authority & Case Studies
Resources

10:30-11:00 am

30 mins

Break

11:00 - 12:30 pm

1hr30 mins

Module 2 - HIPAA Privacy Rule
Overview of the Privacy Rule.
Patient rights and limitations on PHI use and disclosure.

12:30 - 1:30 pm

1hour

Lunch

01:30 - 03:00 pm

1hr30 mins

Module 3 - HIPAA Security Rule
Administrative Safeguards
Physical Safeguards

Technical Safeguards

Policies & Procedures

03:00 - 03:15 pm

15 mins

Break

03:15 - 04:30 pm

1hr 30 mins

HIPAA Risk Assessment and Management

Conducting a Risk Assessment
Step-by-Step guide to conducting a risk assessment
Identifying vulnerabilities and mitigating risks

04:30 - 4:45 pm

15 mins

Day’s Review & Quiz (one prize every day )

Note: ‘Timings are indicative. can change depending on the feedback and interaction with the participants’
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HIPAA TRAINING PLAN -DAY 2

FUTURECALL
TIME DURATION ACTIVITY

09:00 -10:00 am 60 mins Module 4 - HIPAA Breach notification rule
Breach notification requirements for Covered Entities &
Business Associates

10:00-10:30 am 30 mins Break

10:30- 11:30 am 60 mins Breach Notification tabletop simulation
Role Play

11:30 am - 12:30 noon 60 mins Module 5 - Business Associate Agreement
HIPAA conduit exception rule

12:30 noon - 1:30 pm 1hour Lunch

. Module 6 - Security Rule - Policies & Procedures

01:30 - 3:00 pm 1hr 30 mins .
Sample policies, templates

03:00 - 3:15 pm 15 mins Break

03:15 - 4:30 pm 1hr 15 mins Module 7 - External Resources
Mapping to ISO/IEC 27001:2022
NIST - HIPAA Security Rule
toolkit

4:30 - 5:00 pm 30 mins

Course Wrap-up

Question & Answer

Course Review

Quiz

Assessment & Certification

Note: ‘Timings are indicative. can change depending on the feedback and interaction with the participants’
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PROFILE OF JAGANATHAN

PRINCIPAL CONSULTANT

About Principal Consultant.

T. Jaganathan is a Gold Medalist Engineer with
Business Administration Diploma. He has held key
in
Management for 35+ years.

He founded FutureCalls Technology Private Limited
(www.futurecalls.com), T Infrastructure &
Information Security consulting company in 2001 and
is currently serving as the Managing Director of this
company. Under his leadership, FutureCalls has been
awarded ‘Top 100’ System Integration Company by
ChannelWorld (IDG) magazine for 4 years 2017, 2018,
2019 & 2022.

Jaganathan was the CIO and CISO for AGS Health
Private Limited (www.agshealth.com) for 10 years
from 2011 to 2021 and CIO & CISO of Ajuba
Solutions from 2001 to 2011. Jaganathan was
instrumental in AGS Health getting awarded the
prestigious DSCI Excellence Award for Best Security
Practices IT/BPM (Small) for 2020.

Professional Experience

is an d Security
consultant and Information Security Auditor. His
credentials on Information Security Auditing as
follows.

1. Exemplar Global certified ISMS Auditor
(Certificate No. 132681 valid until Feb 28, 2023)

2. Accredited panel auditor for ISO/IEC
27001:2013 certification audits.

3. Exemplar Global qualified assessor (Exemplar
Global-AS) and certified trainer for ISO/IEC
27001:2013 Lead Auditor trainings. Conducted
1SO/IEC 27001:2013 trainings

4, Designed course curriculum and conducted
trainings on ISO/IEC 27001:2022 Lead Auditor.

5. Conducted accredited trainings on ISO/IEC
27001, 1SO/IEC 27701, GDPR and HIPAA.

6. Jaganathan is an expert on HIPAA assessments,
consulting and auditing.

Jaganathan has 22 years of experience
implementing, consulting and auditing for ISMS and
PIMS ISO/IEC
27001:2013 certification for AGS Health, HC
Intellect, Cogent Innovation & TVSSCS.

han has in Security

consulting including VAPT assessments,
SO & Incident

Jaganathan is an acclaimed expert in Network
Architecture design & review.
He is the Past President, Secretary and Treasurer
for  Chennai Chapter of CiO KLUB
(www.cioklub.com) "not for profit’ association of IT
Heads for 4 consecutive terms.

Jaganathan  has  published three  books
‘MANAGEMENT IMMEMORIAL - Learnings from
Literature’, ‘'GRANDMA IN THE BOARDROOM' &
COVID2121. All three received wide acclaim.

han is thought leadership articles
every week in Linkedin on the topic "Monday
Musings Season 2’ for the past 1 year.

Linked [} tiaganathan@futurecalls.com
™ tjaganathan@futurecalls.com
& www.authorjaganathan.com
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illustration of Structure of CFR - With HIPAA Security Rule as a sample

Do | | 2 S
S coeaes

Are you interested to learn the LEGAL & TECHNICAL PERSPECTIVES OF HIPAA?
“Join our HIPAA Compliance made easy”
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HIPAA COMPLIANCE
MADE EASY

Effective date of the
privacy rule Effective date of the

HPAA HIPAA Breach

Enforcement Rule

Effective date of the
HIPAA Breach
Notification Rule

Effective date of the
HIPAA security rule

HIPAAwas
signed into law

Patients were

Expected Finalisation of granted access to
updates aligning 42 CFR part est reports to align
2 with HIPAA, changes to PHI the Privacy Rules

related to reproductive with the Clinical

healthcare, and proposed Laboratory
security rule standards for

cybersecurity

Proposed changes to
HIPAA rule by HHS'
Office for Civil Rights.
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